Chapter 60

Securing the Infrastructure



f60-01-9780123943972



attacker

$

master
master

r master
zombie zombie zombie zombie
S ~ ~

S

zombie

victim

f60-02-9780123943972



f60-03-9780123943972



Proxy asks the

Server requests Server for connectivity
conne:ction to a through TCP port 135,
debugging program user/password

T 7 T

S~

Server A

\/ Web Server

Username or password
is invalid

Proxy

Web Server rejects
connection with:
Username or password
incorrect

f60-04-9780123943972



Proxy Server

7
¥

@yems @ @%dm @l

N

);

Proxy Server

Client proxy-server
communication

@k/

cllents

ﬁ

ISP A \/ N
/ \
\ Client proxy-server
communication
Inter proxy-server E
communications ﬁ +®l
N
7

Proxy Server
ISP B

Proxy Server

ISP C

f60-05-9780123943972




5 Remote proxy updates 5 Remote proxy updates
local game state and 6 Proxies submit results local game state and
checks interactions of interaction checks interactions

evaluation

<
N

Proxy notifies

Proxy informs
y Other servers

affected clients

Proxy mforms
affected clients

4

Proxy validates user 3
input and updates Proxy sends
local game state on acknowledgment

success or failure \l/ T
Client submits@

user action

f60-06-9780123943972



	Chapter 60
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7

